
With this document I intend to expound on the idea of “a members” area.

Ideally this area should only be accessible by a member “whom I fully trust”.  This means 
that I either know this person in real life, or that I have some assurance of this person being 
who he/she says he/she is.  So far so good.  If we live far apart we could for instance 
communicate in private by means of gpg this would also ensure a safe transfer for both our 
sakes of a potential user/password combo ota.  In short I encrypt my messages to you with 
your public key and will sign the same message with my private key this is a good recipe 
for pretty good privacy!  ;-)

Then the  “whom I fully trust” bit would only refer to:  You can do whatever you like but 
only in the designated space and time I am willing to give you.  The closer you are to me the 
'laxer' I become though.  ;-)

What I am trying to solve here is the following.  My friends and I who live in close proximity 
of each other can in daily  life “hotswap” any media and therefore be assured of a certain 
amount of privacy whereas using fileshare services like for instance 
http://www.megaupload.com just to name one can't guarantee any sorts of privacy.  This 
can also be solved once again with gpg though but may be hard to remain disciplined in its 
usage thereof.

Solution 1:
I know perfectly well that thttpd comes with the .htaccess and accompanying .passwd files. 
I also know from earlier experiences how to create such files.  The good part about this is, a 
member can simply use his/her socks client to browse to the location indicated by me and 
log on.  The problem with this setup however is that for instance plain http (port 80) means 
one can simply eavesdrop someone's password and impersonate that person from thereon 
out.  

The solution to this predicament is of course https (port 443).  The downside, it means I 
gotta grab my wallet to pay an amount of cash to some certificate authority that will from 
then on validate on my behalf that any transaction made by the client to my site is actually 
done on my site and not on some mitm impersonated place.  Furthermore it is relatively 
easy to implement for me.  I only have to separate the space I use now for both http and 
https into 2 new areas (and loose some disk space at the same time.) designate a folder 
with a name like secure or members to this purpose and be on my way.

Solution 2 and the preferred one of this author:  
Is to use ssh/sftp in such a manner that: “a member” given the fact that he/she has created 
a public/private key pair and has made certain that I received his/her public key.  Can from 
then on log into his/her slice of my then running server and use it as some sort of 
“dropbox” to pass messages between me and him/her.

End of file.
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